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What does a phishing email 
look like?

– Sense of urgency

– Spelling or grammar mistakes

– Personal or unrecognized email addresses

– Requesting highly sensitive information

– Unfamiliar tone/language







How Is Ransomware Launched?

• Opening an email or email attachment from 
someone you may or may not know and were not 
expecting

• Visiting an unsafe, suspicious, or fake website

• Clicking on a malicious or bad link in an email, on 
Facebook, Twitter, and other social media posts 
(like articles, videos, ads), and even instant 
messenger chats









Policies and Procedures

• System startup/shutdown

• Operating system and application security

• System backup procedures

• Hardware disposal policy

• Virus prevention policy

• Planning and budgeting of equipment

• Routine processing of applications

• Output distribution



Operating System Security

• Passwords

• Protecting the operating 

system

• Shut down

• Log off Windows

• Manually lock 

• Ctrl + Alt + Delete

• “Windows” key + L



Operating System Security

• Screensaver

• Password 

protected 

• Activates after a 

maximum of 30 

minutes



Operating System Security

• Windows Updates

• Operating system updates should be installed 

when made available

• Guest Account

• Local user account without a password

• Disable or Rename



Antivirus



Wireless Networks

• Use encryption 

• Require a strong password

• Hide your network name (SSID)

• Change the default password on your 

router

• Reboot / reset periodically



Acceptable Use Agreement

• The agreement should state that all hardware 

and software are the property of the local 

government.

• The agreement should state that the employee 

has no expectation of privacy in regards to any 

information created, stored, or distributed using 

the local government’s computer system.

• The agreement should state that passwords shall 

remain confidential and not be disclosed to 

others.



Disaster Recovery Planning

• Specific steps to needed 

to restore the system

• Emergency phone 

numbers of personnel 

and vendors

• Backup storage location

• Specific contingency site

• Manual processing 

procedures

• Hardware inventory 

listing



Proper Back-up Procedures

• §10-7-121(c), TCA:

• Daily backups

• Off-site rotation once a week

• Daily backups should be stored in a secure 

location within the office.

• Off-site backups should be stored in a secure but 

appropriate storage location.

• A backup should remain at off-site location for 

the duration of the week.

• Don’t rely solely on cloud backups.

• Test backups once a year.



Application Security

• All users should have a unique username and password. 

Shared logins should not be used.

• Avoid generic usernames like MAIN or COUNTER.

• Passwords should remain confidential.

• Passwords should be changed every 90 days.

• Logins of former employees should be immediately disabled.

• Exit the applications when away from your desk for an 

extended period of time.



Password Complexity

• Avoid using widely known 

information

• The longer, the better

• Create a passphrase which 

consists of multiple words 

and is at least 14 

characters long



Required Filings

• TCA 47-10-119

– Uniform Electronic Transaction Act (UETA)

– Requires all local governments who 

implement an electronic business system to 

file statements with the Comptroller’s office

• TCA 4-30-103

– Local Government Technology Act

– Requires all local governments who 

implement a new technology platform to file a 

statement with the Comptroller’s office



Required Filings

• TCA 10-7-123

– Remote Access Statement/Guidelines

– Requires all local governments who provide 

remote access to county records to file 

statement with the Comptroller’s office

– Access must be inquiry-only

– Counties can charge a fee sufficient to 

recover the cost of providing the service.

– Access must be offered to everyone equally.
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